Security / Data Breach and
Outage Response Plan
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Critical Response Plan

Today’s definitions
1. Outage
a. Whatitis, what it means, and what to do.
2. Critical Bug
a. Whatitis, what to do.
3. Data Breach
a. Whatitis, and what to do.
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Process:

1. Check Teams - General Announcements if it is
already reported

2. If it’s not reported - Report It

a. CallTree
b. E-mail

3. Proper messaging to customer

a. Thank you for reaching out to us!

b.  Proper Follow-up
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Site Down messaging:

* Thank you for reaching out to us!

* Our development and support teams are aware the platform is currently unavailable
and is currently working to restore the service.

 We apologize for any inconvenience. We will notify you as soon as the systems are
restored.

Security / Data Breach messaging:

* Thank you for reaching out to us!
 We are aware of the issue and will notify any party impacted.

 If you have not been notified, your data was not exposed or impacted.
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Plan:

1. Check on Teams General Alerts if the issue has been
reported.

2. If not - Alert the Outaie Response team by phone at

3. Email Outage Response Team
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Gather and share the information:
1. Behavior being reported

2. Any available contact information for the reporter
a. Contact person, school, district, license,
b. WhichPlatform
c. Time of discovery
d. How theydiscovered it

3. Data Breach? (all of the above, and)

a. Why do they believe their data is compromised?
b. Howdid they discover it?



Discussion

Any questions or concerns to raise for the basic
submission process and how it’s managed?
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Related Links




Links

Google Phishing Quiz




OURMISSION
To inspire individuals [




